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Introduction 

 

The following publication is the result of the Towards Polish 

Cybercrime Centre of Excellence research programme, co-

funded by the European Commission. Within this project, the 

Cybercrime Research Centre formed at the Nicolaus 

Copernicus University, in collaboration with project partners 

(Prosecutor General's Office, Police Headquarters in 

Bydgoszcz, Police Academy in Szczytno, and the European 

Centre of Youth Cooperation in Toruń), has carried out 

record studies of 100 lawfully concluded trials concerning 

offences against children on the Internet, and a survey of 

police officers on the cooperation between law enforcement 

agencies (LEA) and Internet access providers (IAP), as well 

as Internet service providers (ISP). 

The following publication consists of three parts. The first 

part outlines the functioning of the Internet as an 

environment and a tool for committing crime. Several 

important technical issues and concepts will be indicated. 

The second part of the publication presents the regulations 

concerning obtaining data from ISP and IAP in selected 

Member States (Belgium, Luxembourg, Germany, Poland, 

and Romania). The third part presents practical guidelines 

on the basis of the research project, as well as a concept of 

a public-private partnership for combating illegal content.  
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I. Internet as an environment and a tool for 
committing crime1 

 

The Internet is a medium that, without a doubt, provides new 

opportunities for committing crime. On the one hand, these are new 

types of crime, typical of the Internet (e.g. unauthorized access). On 

the other, traditional crime takes a new form on the Internet, while 

only the modus operandi of the offenders changes. 

Illegal content crimes are one example of the second type. Child 

pornography and racist content fall under this category. Such content 

can be stored on any type of data carriers. It should be pointed out 

that in addition to the perpetuation of use and subsequent exchange 

of photos, children are increasingly being abused online, while the 

content is being transmitted to consumers all around the world. 

Websites known as Web 2.0 allow their users to access stored 

content, but also to create, add, and modify it. Various kinds of web 

services allow for blogging, uploading photos, videos and music, and 

expressing oneself on a publicly accessible forum. 

The Internet enables users to quickly access, acquire and exchange 

illegal content. They can form closed circles of illegal content 

exchange, thus making prosecution challenging. They can also 

publicly share illegal content with a large number of people, which 

increases social harm. 

Illegal content can be displayed, among others, on Social Networking  

                                                           
1
  9 The following chapter is an excerpt of the final report from the research. 
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Services (social networking sites, SNS), on private websites, and 

mailing lists. It can be stored on email accounts, social networking 

profiles, user accounts, etc. 

Three specific virtual environments are worth mentioning: P2P (peer 

to peer), social networking sites, and Darknet. 

The operations of P2P network are based on a model of 

communication in the network that guarantees equal rights to all 

parties involved. Each computer can simultaneously function as both 

a client and server (as opposed to the client-server model). In the 

most popular use of the P2P model – programmes of Internet file 

exchange, each network node (i.e. the user's computer) plays the 

role of a server accepting connections from other users of the 

network and providing data, as well as from the client who connects 

and collects data from other computers operating in the same 

network. P2P networks can also utilize the central server, which is 

used to connect a new user with all users connected to the server, as 

well as to transmit an index of available files, which allows to quickly 

obtain information about the network resources. P2P networks are 

characterized by a flexible structure, which varies depending on 

which computers are currently logged therein. Due to such a 

decentralized structure, P2P networks are resistant to disabling and 

do not facilitate the identification of the computer sharing the files. 

The exchange of data between computers is always carried out 

without any participation of the central server; however, in some 

protocols, the central server is used in order to establish connection 

between them. Napster (1999) was the first instance of an 

implementation of a large-scale protocol for downloading media files. 

The following well-known P2P networks are worth mentioning: 

FastTrack (e.g. Kazaa), whose effective operation relies largely on 
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local information with respect to proportion of download to loaded 

files; Direct Connect (e.g. DC ++), whose operation relies on small 

servers (i.e. hubs) intermediary in the transmission of search results 

(the hub itself does not have an index of resources); Freenet has its 

resources encrypted and distributed, which allows content providers 

to have a large degree of anonymity. 

As indicated in the relevant literature2, most illegal pornographic 

content is not available on commercial servers, but rather in closed 

P2P networks. 

The P2M (peer-to-mail) is similar to the P2P file sharing protocol. It 

differs from the classic P2P protocol in terms of file location. The file 

intended for sharing is located in standard user mailboxes. In order to 

obtain the file it is necessary to know the mail server address, the 

user name of the file provides, and their password. Due to size 

limitations imposed on e-mail users, large files, such as good quality 

video is divided into smaller parts. After downloading one of the parts, 

the programme reconnects to the mailbox in order to retrieve the 

next. In this protocol the downloading user is not forced to share files 

with other users. 

Social networking constitutes one of the effects of the introduction of 

the aforementioned Web 2.0 technologies. These are the places on 

the Internet where any user can create their own profiles assigned to 

a social group. The formation of a community is not determined by 

the technology used, but by common interests within a particular 

group of people. These common interests bonding the community 

usually indicate which communication technology will be used to build 

                                                           
2
  S. Kierkegaard, To block or not to block: European child porno law in question, Computer Law and 

Security Review 27 (2011), p. 575. 
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an online platform connecting it. Social networks can be public or 

private (closed), depending on whether access is open to all, or 

whether the community is accessible only via invitation or consent of 

members of such communities. Users of social networking sites are 

both content consumers and providers. Other Internet services, for 

example, file sharing, chat, etc., can also be integrated into these 

networking sites. Social networks can be used to commit crimes, but 

they can also be a source of a vast amount of information about their 

users. These data may be provided by the user aware that the data 

posted on the site will be visible to other users, but also information 

acquired from continuous use of a social networking site, or even as 

a result of the presence of a specific user in the virtual community. 

The user may not be aware that such data, along with technical 

information recorded by the service provider, may be recorded and 

made public.3 

The Darknet concept concerns anonymous networks protected from 

access by unauthorized persons, often used to transfer illegal 

content. Another non-synonymous term used in a similar context is 

the Deepweb, indicating that part of the Web which is not detectable 

by standard search engines, including password-protected sites and 

encrypted networks. A characteristic feature of these networks is 

decentralization, which prevents investigation and intentional or 

accidental shut-down. From the user's point of view, finding required 

information and the lack of effective tools for their search, compared 

to the open Internet, is cumbersome. The most common means of 

searching is following links or using very complicated indicated links. 

There are several popular ways to use the Darknet. Currently, the 

                                                           
3
  P. Buchwald, K. Mączka, M. Rostański, Pozyskiwanie informacji o użytkownikach portali 

społecznościowych [Acquisition of Information on Social Networks Users] [in] J. Kosiński (ed.), 

Przestępczość teleinformatyczna 2014. [ICT Crime 2014.] Szczytno 2015, p. 68. 
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most popular include TOR (The Onion Routing), Freenet, I2P 

(Invisible Internet Project). 

Problems in determining the location of computers sharing illegal 

content are also caused by standard mechanisms of computer 

network operation. The way of addressing devices (network 

interfaces) in the IPv4 protocol allowing the use of nearly 4.3 billion IP 

addresses, adopted several years ago, proved to be insufficient. This 

resulted in the need for massive use of the so-called private address 

blocks in local area networks and connecting with services offered on 

the Internet via these networks using a single external address. The 

solution to the problem of translating the IPv4 addresses of 

computers on the local network into IPv4 addresses of computers on 

the Internet is the NAT (Network Address Translation) service, acting 

at the interface between private networks (i.e. shared networks) and 

the Internet. In the package, the source of which is a computer in a 

private network, NAT replaces the private IPv4 source address to the 

address of its external interface and the source port number to 

another free port, and stores the change in the translation table. In 

the package received in response to the package sent, the external 

destination address and destination port number are converted back 

to the original values in accordance with the scheme previously 

recorded in the translation table. This is the so-called SNAT source 

address translation (Source NAT). DNAT (Destination NAT) 

translation is also possible. It allows computers from the Internet to 

access the services offered by the servers in a private network. 

Private network services are available to Internet users at an external 

interface address. The package aiming to reach the server on a 

private network has its address set to the external interface as the 

destination IPv4 address. The NAT service converts the address to 

the correct address of the server (destination port number may not be 
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changed). In the response package the NAT service replaces the 

private source address again to the address of the external interface. 

The consequence of using private IPv4 addresses and their 

translation is a difficulty in identifying a device using a private address 

(e.g. from which a bomb alarm was raised). Information about which 

device has received a specific private IPv4 address may be held by: 

 

 

 the operator using private addressing in their own network, 

 the network administrator who gave the address, 

 the end user using private IP addresses on their own Wi-Fi 

network supporting several devices, 

 

 

 

provided that both the granting of an IPv4 address and package 

transmission data is stored and maintained. 

Internet users can also hide their real IP address, for example using a 

VPN server (Virtual Private Network) and an anonymizing proxy 

which do not record the history of the user's activities. 

Social networking sites also create problems. First of all, uploading 

significant evidential data, or its automatic generation via web 

services along with a large amount of data forces the authorities to 

rely more on providing data by subjects in possession of the data 

than on searching computer systems by themselves. Secondly, social 

networking sites are often located abroad, which forces the 

authorities to seek legal aid or makes the outcome of legal 

proceedings dependent on voluntary release of data. General 
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accessibility of the posted content facilitates the process, allowing 

data to be recovered without coercion. 

Social networks, a phenomenon of the beginning of the 21st century, 

undoubtedly also cause new problems when it comes to illegal 

content and protecting children from victimization. Social networking 

sites allow offenders access to children, their age and other personal 

information, including place of residence. In addition to sexual 

exploitation, social networks are tools of political radicalization of 

children, especially in the context of the activities of some religious 

groups. Relevant literature indicates4 that representatives of these 

groups use social networking to impact young people, recruit 

members, shape their views, and disseminate propaganda materials 

or instructions. As research indicates5, children who use social 

networking sites are at more than 50% greater risk of contact with 

pornography or other illegal content on the Internet, and are much 

more vulnerable to cyberbullying and meeting the people they 

encountered online in real life. 

The user is able to transfer content to social networking sites from 

their computer; however, the role of mobile devices, which can 

directly post pictures on the user's profile, is increasing. If one adds 

the possibility of using wireless networks, it becomes understandable 

why the detection of the perpetrator of Internet abuse is sometimes 

very difficult or even impossible. 

                                                           
4
  E. Quayle, M. Taylor, Social networking as a nexus for engagement and exploitation of young people, 

Information Security Technical Report 16 (2011), pp. 46-47. 

5
  E. Staksrud, K. Olafsson, K. Livingstone, Does the use of social networking sites increase children’s risk of 

harm?, Computers in Human Behavior (29) 2013, p. 48. 
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TOR (The Onion Routing) web services, where an exchange of illegal 

content is essentially devoid of any control, pose additional 

challenges.  

The TOR network, which implements onion routing, prevents network 

traffic from being analysed and, consequently, provides users with 

almost completely anonymous access to Internet resources. Onion 

Routing involves multiple encrypting and transmitting messages 

through a series of randomly selected nodes (computers) called 

onion routers. Each node decrypts only one layer of the message in 

order to obtain further information about the route of the package. 

This way, the computer mediating the transmission knows only the 

node directly transmitting the encrypted packet and the onion router, 

to which it directly sent the message. The intermediate node does not 

know the content of the transmitted information, does not know where 

the package comes from (unless it is an input node) or which 

computer is the recipient (unless it is an output node). In addition, 

before each package transfer, computers exchange a pair of 

disposable cryptographic keys used to decrypt the next layer of data. 

From the point of view of the target computer, the incoming traffic 

comes from the output node of the TOR network. This prevents 

intermediate nodes disclosing the origin, destination and content of 

the message.  

A simple diagram of connections in the TOR network looks as 

follows: the user → input node 1 (entry-node) → node 2 → output 

node 3 (exit-node) → target server. The package sent by the user is 

encrypted with a key available only to node 3. The package has the 

encrypted node address of nodes 2 and 3 attached. Node 1 has the 

key necessary to decrypt the address of node 2, while node 2 has the 

key necessary to decrypt the address of node 3. After the decryption 
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package, node 3 communicates with the target server. Thus, neither 

do nodes 1 and 2 know the address of the target server, nor the 

content of the package. The answer is transmitted in the same way in 

the other direction, which means that node 3 does not know the 

address of the user, since it receives an encrypted package from the 

previous target server. 

The Internet user who wants to use the TOR network has to obtain 

client software. The TOR client program, a web browser specially 

adapted to meet the requirements of the TOR network and supports 

addresses of 'onion' pseudo-domains, after downloading an onion 

routers list from the catalogue server it maps, in other words, it 

determines a pseudo-random path via numerous servers. Information 

about the chosen route, along with the package, have layered (onion) 

encryption and are transferred to the first node that follows the 

aforementioned principle of onion routing. In order to impede 

correlating the transmitted data, the TOR network regularly changes 

routes of transmission of data packages. As a result, the user is able 

to access a resource from one location (e.g. the Exit-node may have 

an IP number suggesting a location in the Netherlands), and three 

minutes later from a different location (e.g. an IP Exit-Node address 

located in the US). 

After initializing of the TOR network an updated list of nodes is 

downloaded from the Internet. This list changes over time, as more 

users of the system open and close their servers. The public keys of 

the nodes are also downloaded to be used to encrypt transmitted 

packages. TOR nodes are opened primarily by users who want to 

support the development of the TOR network, individuals and 

representatives of companies and organizations that care about 

anonymity on the Web. 
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In addition to anonymization of the user's IP address, the TOR 

network allows hidden services to operate without revealing the IP 

address of the server, and thus, its location in the network. Access is 

possible through TOR pseudo-domains of the highest 'onion' level. 

The domain name of the service server is automatically determined 

during configuration of hidden services. Domain addresses are not 

really Domain Name Systems (DNS), while 'onion' domains are not a 

part of the ICANN registry and are not listed in the TLD registry. 

Visiting a website on an 'onion' domain, for example 

http://vjelr2xdaqsgslzr.onion, without using a TOR client does not 

succeed. By using TOR client, browsers and other programmes 

utilizing Internet services may use the TOR network. 

Using TOR network, one cannot be 100% certain that applications 

running in the background, or plugins retrofitted to a Web browser do 

not communicate via the Internet in parallel to TOR, diminishing 

anonymity. 

 

Finally, it is worth clarifying that the functioning of websites requires 

three basic types of entities: 

a Internet Access Providers - IAP, 

b Internet Service Providers - ISP, 

c Internet Content Providers – ICP. 

 

Naturally, sometimes separating these three functions is difficult.  For 

example, the same entity may offer services additional to providing 

Internet access (e-mail accounts). 
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II. Comparative analysis of legal regulations  
concerning cooperation of LEA with ISP and IAP 
 

 

1. Germany
6
 

 

1.1 Categorisation of public ICT (Information 

and Communication Technology) providers 
 

According to the legal regulations governing criminal, administrative, 

and civil responsibility of information society service providers, the 

following categorisation is considered fundamental: content providers 

(§7 TMG), traffic providers (§8 TMG), caching providers (§9 TMG) 

and hosting providers (§10 TMG). In accordance with the Directive 

2000/31/EC and the Telemedia Act of Germany (TMG), content 

providers are solely responsible for any information sent via 

electronic media or stored within, regardless of their source. Other 

providers have no legal responsibility for the contents of information 

sent or downloaded by the service user, unless their own services 

constitute a breach of legal regulations. 

There are two general principles regarding the aforementioned 

providers (referred to in §§ 8-10 TMG). Firstly (§7 (2) TMG), they are 

not obliged to monitor data sent or received, nor are they bound to 

gather information on any alleged illegal activities of their service 

                                                           
6
  Source case study: Dominik Brodowski, Florian Eisenmenger, Towards a Polish Cybercrime Centre of 

Excellence, Comparative Research Project – Country Report on Germany, January 2015. 
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users7. However, the principle does not limit the provider's ability to 

remove or restrict information access if required in accordance with 

general provisions, including cases mentioned in §§ 8-10TMG. 

Secondly (§7 (2) TMG), information society service providers are to 

uphold the rules of Telecommunications Secrecy (§ 88 TKG) while 

offering their services. 

 

 

 

1.2. Categorisation of requirements for data   

       retention  

 

In the Federal Republic of Germany, user (inventory) data 

(Bestandsdaten) and traffic data (Verkehrsdaten) are to be retained. 

In accordance with the legal regulations the term retention differs in 

scope when applied to Internet and telecommunication service 

providers (TKG - Telecommunications Act), and information society 

service providers (TMG - Telemedia Act). Moreover, additional 

restrictions are enforced by means of Federal Data Personal Act. 

 

 

 

 

 

                                                           
7
  The principle allows providers to uphold a non-interference policy with regards to filtering sent/received 

data. 
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    1.2.1. Data retained by telecommunication   

                               service Providers 

 

 

a) User data, according to § 3 Part I Subsection 3 TKG are data 

collected for the purpose of signing a service subscription 

contract, and include: surname, date of birth, bank account and 

equipment inventory numbers. It should be gathered and 

processed only for the purposes of creating and upholding the 

provisions of the contract (§ 95 I TKG). Upon contract's 

expiration all remaining information should be destroyed by the 

end of the same year when the contract expires (§ 95 III TKG). 

State institutions shall be given full and quick access to the user 

data (§ 100j StPO - the German Code of Criminal Procedure), 

using automatic processing system (§§ 111-113 TKG). There is 

no legal obligation to possess a court-issued permission 

allowing the access. The LEA shall also be permitted to 

determine the identity of a user, based on a specific IP address 

used at a particular time (§ 100j II StPO). 

b) Traffic data are user-generated by accessing provided services  

(§ 2 I subsection 30 TKG8), and include: Caller and Cell ID, 

connection time, phone numbers of interlocutors, destination 

points of outgoing calls, service providers' markings and labels. 

These sensitive data fall under Constitutional protection (art. 10 

I Act) as part of a constitutional right for private communication. 

According to § 96 I 3 TKG, most of traffic data should be 

destroyed upon terminating a connection. Some of it might be 

                                                           
8
  ‘Verkehrsdaten’ Daten, die bei der Erbringung eines Telekommunikationsdienstes erhoben, verarbeitet 

oder genutzt werden; 
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retained for billing reasons however, and kept for maximum of 6 

months from the date of sending the bill to the customer (§ 97 

III 2 TKG). Moreover, providers might restrict the flow of traffic 

data for a period of time in some cases, e.g. when pursuing 

sources of attacks on the network or providing the customers 

with technical support (§ 100 TKG).  In compliance with the 

decree of the Supreme Court of FRG, traffic data flow may be 

limited for up to 7 days9. In the case of legitimate claims, if the 

LEA act with haste, they shall be granted access to the traffic 

database, yet they are required to have permission issued by 

the court (§ 100g StPO). 

c) The Telecommunications data retention directive had been 

implemented on 1 January 2008 and had enforced data 

retention period of 6 months (§ 113a TKG), however was ruled 

unconstitutional by the Federal Constitutional Court of Germany 

on 2 March 2010. No substantial work on revising and 

implementing the EU Directive in Germany has been done ever 

since. 

 

    1.2.2. Data retained by information society  

                               service Providers 

 

 

a) User data – information collected for the purpose of signing a 

contract between the user and the service provider, similar to 

the definition compliant with TKG (§3 I Subsection 3). As the 

                                                           
9
  Refer to the order of the Federal Supreme Court of Germany (Bundesgerichtshof ) of 3.7.2014 –III ZR 

391/13. 
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aforementioned services are mostly free of charge, the data are 

rarely collected and examined, but may be freely used by the 

State LEA (§ 14 II TMG). 

b) Traffic data – defined as per §15 I TMG, although TMG uses a 

different term i.e. usage data (Nutzungsdaten), consisting of 

personal data generated via service use. These include cookies 

and server log files. Data categories collected and used in 

service billing do not differ considerably from the ones 

mentioned in §96 TKG.  

 

1.3. Disclosing telecommunication data to 

authorised parties 

 

Accessing telecommunication data is regulated by the Criminal 

Procedure Code, which applies different rules to different data 

categories. Regulations concerning user data are considerably more 

liberal than those governing access to the traffic data. 

 

    1.3.1. User data disclosure  

 

The LEA may submit a request for unrestricted access to retained 

user data when pursuing the identity and location, or the phone 

number of a suspect involved in criminal proceedings. It is not 

obligatory to inform the users, whose personal data is subject to the 

procedure (§ 100j IV 1 StPO), as confidentiality status of the 

procedure shall be determined by the authorities. The data include IP 

addresses, which allow the authorities to locate and identify the user 

based on time and circumstances of the IP usage. In this case, the 
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user must be informed of the act, however the LEA and the judiciary 

may institute a delay. 

 

Data concerning the protection of service user's access to the 

information resources (e.g. in the cloud), services, and 

telecommunication devices, especially mobile phones and other 

mobile SIM-based devices are governed by special regulations. 

Logins, passwords, identification numbers, such as PIN and PUK, 

shall be immediately disclosed by the service providers to the 

authorised parties upon request (§ 113 I 1, 2 TKG). Because of the 

data's sensitive nature, only applicable legal basis may allow the 

authorised parties to gain access (§ 100j I 2 StPO). If the user's login 

or password will aid in locating the suspect or acquiring additional 

evidence, the court may permit it on request of a prosecutor, or 

without it (in extreme cases), but on the condition that undertaken 

procedures shall be immediately submitted to the court for review (§ 

100j II 3 StPO). Police regulations concerning access to the user data 

are in line with the Federal Law, regardless of the Land in question. 

Personal data of contracted users of telecommunication services may 

be disclosed by the Federal Network Agency to the authorised parties 

via an automated system10 (§ 112 I TKG). The Agency's database 

consists of user information regularly updated by over 120 

telecommunication entrepreneurs, and is available for online review 

24 hours, 7 days a week. In 2013 only, the Federal Network Agency 

received 35.15 mil requests from 102 authorised parties (§ 112 II 

                                                           
10

  Die Bundesnetzagentur;  http://www.bundesnetzagentur.de/cln_1912/DE/Home/home_node.htm 

http://www.bundesnetzagentur.de/cln_1912/DE/Home/home_node.htm
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TKG11), with 26.7 mil of them submitted in search of a user's full 

name, and 8.35 mil related to a phone number12.  

 

                        1.3.2. Traffic data disclosure  

 

Section 100g paragraph 1 clause 1 of StPO stipulates all the rules 

governing the access to telecommunication traffic data by authorised 

parties. Besides the generic requirements – such as proportionality – 

it requires, reasonable grounds for suspicion, which must be based 

on certain facts, that the person concerned is an offender or an 

accomplice to a crime committed either by means of 

telecommunication, or a crime of substantial significance, and the 

traffic data is required to investigate the case or to locate the suspect. 

Crimes of substantial significance include all crimes listed in § 100a II 

StPO13 and any other crimes with a maximum penalty of three years 

or more14. In criminal cases involving the use of telecommunication, 

access to the retained traffic data is not dependent on the 

seriousness of crime. Nevertheless,  the law specifies  that judicial 

authorities must abide by the principles of subsidiarity and 

                                                           
11

  The Authorised parties' register contains judicial courts, law enforcement authorities, customs officials, 

civilian and military intelligence, Offices for the Protection of Constitution, emergency services, 

Federal Institutions of Finances, and other public agencies. 

12
  Por. Bundesnetzagentur  Jahresbericht 2013, p. 99; 

http://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Allgemeines/Bundesnetzagentur/Pub

likationen/Berichte/2014/140506Jahresbericht2013NichtBarrierefrei.pdf;jsessionid=896CB817B2F5AA

7049A87FCE5C39D818?__blob=publicationFile&v=2 

13
  Regulation § 100a StPO includes an index of illegal acts warranting a phone tap. 

14
  Graf, in: Graf (ed.), Beck'scher Online-KommentarStrafprozessordnung, 19

th
 ed. 2014, § 100a StPO , p. 

34; Bruns, in: Hannich (ed.), Karlsruher Kommentar zur Strafprozessordnung, 7
th

 ed. 2013, § 100a StPO 

p. 29 – as cited in: D. Brodowski, F.Eisenmenger, Towards a Polish Cybercrime Centre of Excellence, 

Comparative Research Project – Country Report on Germany,   p.13 (unpublished comparative work). 

http://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Allgemeines/Bundesnetzagentur/Publikationen/Berichte/2014/140506Jahresbericht2013NichtBarrierefrei.pdf;jsessionid=896CB817B2F5AA7049A87FCE5C39D818?__blob=publicationFile&v=2
http://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Allgemeines/Bundesnetzagentur/Publikationen/Berichte/2014/140506Jahresbericht2013NichtBarrierefrei.pdf;jsessionid=896CB817B2F5AA7049A87FCE5C39D818?__blob=publicationFile&v=2
http://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Allgemeines/Bundesnetzagentur/Publikationen/Berichte/2014/140506Jahresbericht2013NichtBarrierefrei.pdf;jsessionid=896CB817B2F5AA7049A87FCE5C39D818?__blob=publicationFile&v=2
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proportionality ('acquiring the data is permitted only when 

determination of the circumstances and location of the suspect by 

any other means is impossible, and data collection is proportional to 

the nature of the case').The law permits the use of the 

telecommunication data without the knowledge of the person 

concerned. However, ex post notification of the person in question 

about the application of the measure is required (§ 101 StPO). 

 

In accordance with § 100g paragraph 2 of StPO, granting access to 

mobile connection data (collected and retained according to 

provisions of § 113a StPO) to authorised parties is to be regulated by 

the court, and communications providers shall grant it to the LEA on 

the prosecutor's request, if warranted by a court order. In urgent 

matters the order might be issued by the prosecutor, but the 

document is subject to review by a court within three working days 

from its issuance (§ 100g (2) in conjunction with § 100b (1) StPO).  

The order is valid for 3 months, however it might be extended by 

additional 3 months if circumstances for its issuance have not been 

resolved (§ 100b.1 clause 4,5 StPO). The warranting order must be 

issued in writing and should include: name and address of the 

suspect, phone number or connection/cell ID to be monitored, and 

the date of completion (§ 100b (2) StPO).  Real-time interception of 

telecommunications data, including information concerning the 

location of the suspect's mobile phone is only allowed in cases of 

suspected illegal acts which have been qualified in accordance with  

§ 100g (1) item 1 StPO. 
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                   1.3.3. Access to data stored  

                             electronically  

 

 

During criminal proceedings, with the exception of extreme cases 

mentioned herein,  retained data and hardware containers are subject 

to seizure in accordance with § 94 StPO. The regulation specifies a 

condition that confiscated data must be of evidential value and must 

be acquired in relation to undergoing proceedings. The seizure is to 

be legally regulated by the court or warranted by the prosecutor in 

urgent matters only (§ 98 I 1 StPO). 

 

                   1.3.4. Access to e-mail  

 

The issue of state authorities' access to e-mail messages and 

messages generated by the users of non-public social networking 

media is a controversial matter, as far as the doctrine is concerned. 

Practical application of the regulations, however, proceeds as follows: 

an e-mail sent, but not received by the addressee is protected by the 

Constitution (article 10 of the Basic Law). Essentially a data 

transmission, the e-mail is subject to scrutiny by authorised parties, 

governed by the regulations of telecommunications monitoring (which 

includes the time it resides on the service provider's server). 

Messages received, contained in the outgoing/sent folder or received 

folder, as well as messages archived by the provider may be retained 

under § 94 StPO, and the decision to do so relies on several factors, 

mainly on the fact if the transmission process has started, is still in 

progress, or has been resolved. However, the principle of 

proportionality states that the LEA are permitted to use filtration 
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techniques and search for data by different criteria, for example: 

timestamp, sender, addressee, content. 

 

 

   2. Belgium
15

 

 

Belgium implemented obligatory retention of traffic data as one of the 

first European countries (Article 14 of the Cyber Crime Act of 28 

November 2000)16, and was one of the last members of European 

Union to undergo a transposition of the Retention Directive into the 

national law (30 July 2013 r.)17. The legal gap was corrected by the 

Royal Decree in 2013 which contained a detailed index of data 

subject to retention, in accordance with the 2006/24/EC Directive18. 

 

 

 

                                                           
15

  Source material: Paul De Hert, Vrije Universiteit Brussel (Free University Brussels, Belgium) & Tilburg 

University (the Netherlands), Gertjan Boulet, Vrije Universiteit Brussel (Free University Brussels, 

Belgium), Belgian report on the cooperation between Internet service/access providers and law 

enforcement authorities, February 2015. 

16
  Article 14 of the Act of 28 November 2000 concerning cybercrime (Wet inzake informaticacriminaliteit 

/ Loi sur la criminalité informatique) see P. De Hert, F. Van Leeuw, Cybercrime Legislation in 

Belgium, in E. Dirix, Y.H. Leleu (eds.), The Belgian reports at the Congress of Washington of the 

International Academy of Comparative Law, Brussels, Bruylant, 2011, 867-956, 

http://www.vub.ac.be/LSTS/pub/Dehert/389.pdf 

17
  Act of 30 July 2013 amending Articles 2, 126 and 145 of the Act of 13 June 2005 on electronic 

communications and Article 90decies of the Code of Criminal Procedure, Belgian Official Journal, 23 

August 2013. 

18
  Royal Decree of 19 September 2013 regarding the execution of the Act of 13 June 2005 on electronic   

     communications, Belgian Official Journal, 8 October 2013. 
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          2.1. Cooperation of telecommunication   

                 service providers with the LEA and the  

                 judiciary. 

 

   2.1.1. Data disclosure - legal basis 

 

The transposition of the 2006/24/EC Directive was accomplished by 

amending the Act of 13 June 2005 on electronic communication. An 

index of service providers obligated to retain data was added, along a 

list of legal provisions for the retention with regard to the main 

functions of the institution.  The purposes of data retention are 

provided in article 126§2 of the Electronic Communication Act: 

 

1. Disclosure, detection, and prosecution of criminal acts defined in 

Article 46bis and 88bis of the Code of Criminal Procedure. 

2. Prevention of false calls to emergency services.  

3. Detection by the Telecommunication Mediation Agency of the 

identities of the electronic communication service/network user 

involved in offences defined in Article 43bis, § 3, 7° of the Act of 

21 March 1991 on the reform of certain economic public 

enterprises19. 

                                                           
19

  Act of 21 March 1991 on the reform of certain economic public enterprises, Belgian Official Journal, 10 

February 2009. 
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4. The use of special investigative methods by the intelligence 

agencies governed by Articles 18/7 and 18/8 of the Law of 30 

November 1998 on the Intelligence and Security Services20. 

Article 126§3 of the Electronic Communication Act of 13 June 2005 

has determined retention period of 12 months. 

 

    2.1.2. Data disclosure – procedures 

 

The possibility to use communications data for investigation, 

detection and prosecution of crime is regulated by the provisions of 

criminal procedure. They modulate the scope of the powers that 

judicial bodies have to obtain data, depending on its nature. By virtue 

of art. 46bis of the Code of Criminal Procedure, the prosecuting 

attorney is authorised to obtain data that allow the identification of 

subscribers or users of telecommunication services. The same 

provision obligates providers of electronic communications network 

and providers of electronic communications services to identify, upon 

the prosecuting attorney's request, the type of electronic 

communications service that a given person is a subscriber to.  

The entity authorised to obtain telecommunications traffic data is the 

investigating magistrate. Pursuant to art. 88bis of the Code of 

Criminal Procedure, he may demand that the provider of electronic 

communications network or the provider of electronic 

communications services (telecommunications operator) disclose the 

data on telecommunication connections or location of the source or 

                                                           
20

  Act of 30 November 1998 Law on the Intelligence and Security Services, Belgian Official Journal, 18 

December 1998. 
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destination of the connection 'in order to establish the truth, should all 

other methods fail'. Such circumstances as the day, hour, connection 

duration and, if necessary, place where the connection was effected 

or to which the connection was directed, should be established and 

stated in an official report. The magistrate is obligated to notify the 

public prosecutor of having adopted the measure, however the law 

limits its application to the period of two months with a possibility of 

extension. 

Only when the offender is caught in flagrante delicto and only with 

respect to a few serious offences can the implementation of the 

measure be ordered by the prosecutor. His decision is subject to 

authorisation by the court (within 24 hours). The law provides for 

derogations from this rule which include the crime of hostage-taking 

(art. 347bis of the Code of Criminal Procedure) and exaction of 

ransom (art. 470 of the Code of Criminal Procedure).  The prosecutor 

who, in the flagrante delicto situation, will demand that the operator 

provide the data on telecommunications traffic or location, does not 

need to refer ex post to the investigating magistrate for approval of 

this decision.  The prosecutor may also demand to access the data at 

the request of a victim of fraud committed by electronic 

communications networks or electronic communications services, 

which is provided for by art. 145 § 3 of 13 June 2005 on electronic 

communications21. 

To ensure that providers of services pursue efficient cooperation with 

LEA, special organisational units (Cell of Coordination Justice) within 

the structure of entities obligated to cooperate are to be appointed. 

                                                           
21

  Article 145 § 3, 1° of the Law of 13 June 2005 on electronic communications punishes anyone who 

makes fraudulent electronic communications through a network of electronic communication in order 

to provide oneself or another an unlawful advantage 
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They were established pursuant to the Royal Decree of 9 January 

2003 which outlined technical and administrative aspects of sharing 

information by providers of electronic communications networks and 

electronic communications services to competent authorities of the 

state with the use of information technology.22 

 

   2.1.3. Reimbursement for data sharing 

 

Belgian law guarantees the providers of electronic communications 

networks and electronic communications services a reimbursement of 

operating costs for the aid offered to the authorities of the state. The 

guarantee is provided for by art. 127 §1 of the act of 13 June 2005 on 

electronic communications, which authorises the King to define the 

bases and the amount of the reimbursement of expenses incurred by 

service providers in connection with sharing data at the request of 

competent authorities. An annex to the Royal Decree of 9 January 

2013 issued on the basis of this delegated legislation23 contains a 

detailed specification of fixed fees on this account. 

 

 

 

                                                           
22

  The Royal decree of 9 January 2003 regarding the legal duty to cooperate with judicial requests 

regarding electronic communications’, Belgian Official Journal, 10 February 2003. 

23
  Royal Decree of 8 February 2011 modifying the Royal Decree of 9 January 2003 regarding the execution 

of Royal decree of 9 January 2003 regarding the execution of Article 46bis §2, paragraph 1
er

, 88bis §2, 

paragraph 1 and 3 ad 90quater §2 paragraph 3 CCP and of Article 109ter, E, §2 the Act of 21 March 

1991 on the reform of certain economic public enterprises, Belgian Official Journal, 23 February 2011. 
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2.2. The cooperation of information society 

service providers with the LEA and the 

judiciary.  

 

2.2.1. Legal concepts 

 

The act of 13 June 2005 on electronic communications (Loi relative 

aux communications électroniques) is an effect of a transposition of 

EU directives, the so-called network packet, to the Belgian law24 and 

it contains regulations that are modelled on these directives. Art. 2 of 

the act on electronic communications contains definitions of statutory 

concepts from the scope of telecommunications which are referred to 

by other acts, including the Code of Criminal Procedure. Art. 46bis of 

the Criminal Code quoted above makes use of the term that is 

defined in the act on electronic communications, an operator of an 

electronic communications network, which relates to a 

telecommunications operator. Moreover, it makes use of a concept 

that is unfamiliar to the act on electronic communications, a provider 

of an electronic communications service, which has not been defined 

                                                           
24  Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a common   

      regulatory framework for electronic communications networks and services (Framework Directive), 
 OJ L 108, 24.04.2002; Directive 2002/22/EC of the European Parliament and of the Council of 7  
     March 2002 on universal service and users’ rights relating to electronic communications networks and  
     services (Universal 
  Service Directive), OJ L 108, 24.04.2002; Directive 2002/19/EC of the European Parliament and of 

the Council of 7 March 2002 on access to, and interconnection of, electronic communications networks 

and associated facilities (Access Directive), OJ L 108, 24.04.2002;  Directive 2002/20/EC of the 

European Parliament and of the Council of 7 March 2002 on the authorisation of electronic 

communications networks and services (Authorisation Directive), OJ L 108, 24.04.2002; Directive 

2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing 

of personal data and the protection of privacy in the electronic communications sector (Directive on 

privacy and electronic communications), OJ L 201, 31.07.2002. 
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by the Belgian legislator. This inconvenience effectively impeded the 

determination of which entities acting on the market of electronic 

communications services were obliged to cooperate with the 

authorities of the state. The issue was finally resolved by a judicial 

decision. In the judgement of 18 January 2011, the Cassation Court 

interpreted the term 'provider of an electronic communications 

service' used in art. 46bis of the Criminal Code and concluded that it 

had a broad meaning which, in addition to operators of public 

telecommunication network and providers of publicly available 

telecommunication services, covered ‘providers of electronically 

supplied services’, i.e. entities that enable their clients to receive or 

send information via electronic networks, such as webmail 

administrators, instant messengers and social networks. As a result 

of this interpretation all the entities that provide information society 

services have been obliged to identify, upon the prosecutor’s request, 

subscribers or users of electronic communications services together 

with the devices they use, as well as to identify the electronic 

communication service used or subscribed to by particular persons.     

 

         2.2.2.The principles of cooperation 

 

The act of 11 March 2003 on certain aspects of information society 

services25 (hereinafter referred to as ‘the act on electronic 

commerce’, which was implemented to the Belgian law by an EU 

                                                           
25

  Act of 11 March 2003 on Certain Legal Aspects of the Information Society Services, Belgian Official 

Journal, 17 March 2003; and Act of 11 March 2003 on Certain Legal Aspects of Information Society 

Services as defined in Article 77 of the Constitution, Belgian Official Journal, 17 March 2003. 



31 
 

directive on electronic commerce26 defines the information society 

service and outlines the principles of liability for the providers of these 

services and their responsibilities to the state. 

The entities that provide information society services in mere conduit, 

caching and hosting are exempt from the requirement of data 

retention as part of their activities. The providers of the 

abovementioned services have been obliged by the act on electronic 

commerce of 11 March 2003 to undertake concrete actions for the 

authorities of the state. Pursuant to art. 15 (2) of the Directive 

2000/31/EC on electronic commerce, which optionally provides for 

such a possibility, providers of services are obliged to: 1) promptly 

inform the competent public authorities about alleged illegal actions 

taken by their users or information they transmitted; 2) communicate 

to competent authorities, on their request, the information that 

enables identification of their users with whom they are bound by 

contracts for data storage. Furthermore, providers of information 

society services, contrary to the general principle which relieves them 

from this obligation, may be obligated ad hoc by a competent judicial 

authority to temporarily monitor the activity of indicated recipients27. 

Negligence to discharge the abovementioned duties is subject to 

sanctions provided for in art. XV.118 of the New Commercial Code. 

 

 

                                                           
26

  Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 

aspects on information society services, in particular electronic commerce, in the internal market 

(Directive on electronic commerce). 

27
  Art. 21 (1)(2) of the act on electronic commerce of 11 March 2003, revised in 2013 by the New 

Commercial Code (Art. XII.20§ (1)(2)) 
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2.3. Blocking and deleting illegal content 
 

Belgian legislation enables the elimination of access to illegal content 

on the Internet both by deleting and blocking. For the former, an 

adequate legal measure is provided by art. 39bis of the Criminal 

Code, in the latter, the provisions of the New Commercial Code. 

 

 

    2.3.1. Deletion of computer data 

 

 

Article 39bis of the Code of Criminal Procedure authorises the 

prosecutor to issue a decision to seize illegal data (e.g. a computer 

virus code). The law allows the prosecutor to use all the technical 

measures in order to prevent access to the data which are ‘a crime 

tool or derive from a criminal activity, if they undermine the 

established public order or morality, or pose a threat to the integrity of 

the computer system or the data that is stored, processed or 

transferred by such system’. The prosecutor may invoke the powers 

under art. 39bis of the Code of Criminal Procedure to order the 

provider of Internet access to remove the domain name used for 

illegal activities, e.g. distribution of child pornography, from the DNS 

server. 

 

        2.3.2. Blocking data access 

 

Under the provisions of the New Commercial Code (art. XII. 5§4, 

(5)(6)) it is possible to block the access to services. The powers in 

this regard are held by the investigating magistrate established in 
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Brussels who may order a service provider (e.g. hosting) to block the 

access to the service for a month (with a possibility of extension) if he 

deems the service to be a threat to public health and safety, internal 

security, national defence or consumers’ interests. The injunction is 

issued at the request of the entity that has the powers in this regard, 

which are provided for by numerous implementing rules.28 The 

injunction may only be directed to service providers established in 

Belgium. 

3. Romania
29

 

 

3.1.The cooperation of telecommunications    

             operators with the LEA and the judiciary 

 

 

                      3.1.1. Sharing telecommunications data   

                                      subject to retention 

 

 

Romania implemented the retention directive by the act no 298 of 

2008. However, in accordance with the judgement of the 
                                                           
28

  The Royal Decree of 7 May 2003 establishing the modalities under which the free movement of an 

information society service may be limited, Belgian Official Journal, 7 July 2003. Another Royal Decree 

of 13 April 2005 fixes the level of administrative fees that can be proposed in case of infringement to 

the law: Royal Decree of 13 April 2005 regarding the amicable settlement for breaches of the Act of 11 

March 2003 on Certain Legal Aspects of the Information Society Services, Belgian Official Journal, 10 

May 2005. A third Royal Decree of 4 April 2003 rules on the sending of publicity via e-mail: Royal 

Decree of 4 April 2003 ruling on the sending of publicity via e-mail, Belgian Official Journal, 28 May 

2003. 

29
  Source materials: Maxim Dobrinoiu, The cooperation between providers of public communication 

networks, providers of publicly available electronic communication services and law enforcement 

agencies in Romania, February 2015. 
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Constitutional Court of 8 October 2009 (no. 1258) the act was found 

to be inconsistent with the constitution and ceased to be in force. 

Similarly, the second attempt to transpose the provisions of Directive 

2006/24EC to the domestic legislation ended in failure. Act no. 82 

adopted by the Parliament on 13 June 201230 suffered the same fate 

as its predecessor. The Constitutional Court, with a judgement (no. 

440) of 8 June 2014, ruled the act as unconstitutional. 

 

  

             3.2.1. Disclosing data by providers of     

                                        information society services 

 

 

The act of 7 June 2002 (no 365) on electronic commerce, in 

accordance with art. 15 (1) of the Directive 2000/31/EC, does not 

impose the obligation to monitor the transferred or stored information 

on the providers of information society services in the scope of mere 

conduit, caching and hosting. Nor does it obligate them to perform 

mining of processed data in order to reveal illegal activities of service 

recipients or connected information. The Romanian legislator 

amended the said act with regulations which, pursuant to art. 15 (2) 

of the Directive 2000/31/EC, are optional for member states. It 

obligated the providers of information society services to promptly 

                                                           
30

  Lege nr. 82 din 13 iunie 2012 privind retinerea datelor generate sau prelucrate de furnizorii de retele 

publice de comunicatii electronice si de furnizorii de servicii de comunicatii electronice destinate 

publicului, precum si pentru modificarea si completarea Legii nr. 506/2004 privind prelucrarea datelor 

cu caracter personal si protectia vietii private in sectorul comunicatiilor electronice; Law no. 82 of 

13.06.2012 on the retention of data generated or processed by the providers of public electronic 

communications networks and providers of publicly available electronic communications services, and 

amending and adding to the Law no. 506 of 2004 on the processing of personal data and the 

protection of privacy in the electronic communications sector (Data Retention Law). 
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notify the competent public authorities about alleged illegal activities 

taken by their services recipients or information that they 

transferred.31 It established a responsibility of providers to hand over 

to the competent authorities, on their request, information that 

enables identification of the recipients of services with whom they 

have agreements for data storage (hosting)32. The implemented 

provisions to the act on electronic commerce33 precluded the police 

and intelligence agency from requiring information directly from 

service providers. Prosecutors and courts have been entrusted with 

the powers in this regard. This is provided for by art. 170 of the Code 

of Criminal Procedure, which sets out the indications for handing 

over, on the request of the competent judicial body, documents and 

computer data which have evidential value in relation to suspected 

prepared or committed offences. 

 

 

                3.2.2. Access to data stored abroad 

 

 

In the case of service providers established abroad, such as 

Facebook, Hi5, Google+, Instagram, including providers of voice-over 

IP telephony (VoIP) services and relevant applications (Whatsapp, 

Viber, Skype, Threema, Wickr, Snapchat etc.), the data with 

evidential value are accessed by way of international legal 

                                                           
31

  Article 16 (1) of the act 365/2002. 

32
  Article 16 (2) of the act 365/2002 

33
  Government Decision no.1308 of 20.11.2002 on the approval of the Methodological Norms for the 

application of the Law no. 365 of 2002 on the electronic commerce. 
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assistance. Therefore it is realised through formal procedures in the 

form of letters rogatory submitted by Romanian judicial authorities via 

a rogatory commission to relevant judicial authorities in the country 

where the service provider is established34. There is also an 

alternative way of obtaining information required for legal purposes 

and in criminal matters. The data published by Google and Facebook 

in the Transparency Reports indicate that Romanian authorities use 

direct sources of information on the subject35. 

 

 

 

               3.2.3.Reimbursement for data disclosure 

 

 

There is no provision in the Romanian law for the reimbursement of 

investment and operational expenses incurred by the providers of 

networks and services for the implementation of tasks related to State 

defence and security. 

 

 

         3.3.Blocking and deleting illegal content 

 

 

Illegal content sent via networks by network providers or stored on 

the servers of caching or hosting providers may be blocked or deleted 

                                                           
34

  M.Dobrinoiu, The cooperation., op.cit.s. 8. 

35
  Transparency Report; 

http://www.google.com/transparencyreport/userdatarequests/countries/?p=2014-06; Government 

Requests Report; https://govtrequests.facebook.com/ 
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with the procedure defined in the act of 7 June 2002 (no 365) on 

electronic commerce. According to the act, the interruption 

(permanent or temporary) of data transmission in electronic 

communications network or prevention of access to illegal information 

stored by the providers of information society services is conditional 

upon the decision of a competent public authority. The decision may 

be issued ex officio or in response to a duly motivated written request 

of the victim (art. 17 (2)). 

 

 

 

 

   4. Luxembourg
36

  

 

Legal regulations concerning telecommunication and information 

technology in Luxembourg are based upon a well developed range of 

legal Acts which include industrial regulations as well as privacy and 

personal data protection of ICT service users. Besides the Code of 

Criminal Procedure, there are several additional Acts which govern 

the rules of cooperation between the national authorities and 

communication service providers. Two of them, namely the Amended 

Act of 30 May 2005 on data protection and electronic 

communications37 and the Act of 14 June 2000 on electronic 

commerce38, are crucial sources of legal provisions.    

 

                                                           
36

  Source material: Vanessa Franssen, Katlin .Ligeti (University of Luxemburg), Cooperation of ISP with law 

enforcement authorities – Luxembourg. 

37
  Mémorial A No 73, 7 June 2005. 

38
  Mémorial A No 96, 8 September 2000. 



38 
 

 

4.1. Cooperation of telecommunication    

providers with Law Enforcement 

Authorities. 

 

4.1.1. Data disclosure - legal  

  regulations. 

 

The Act of 30 May 2005 on data protection and electronic 

communications transposes the European Directive on privacy and 

electronic communications into Luxembourg's national legislation39. 

The Act has been frequently amended in response to the 

implementation of new EU Directives40, and contains definitions of 

terms and legal institutions which are essential for proper regulation 

of the electronic communications industry. One of the most important 

concepts is confidentiality of communications (Art.4), consisting in the 

rules  governing the confidentiality of communications and related 

traffic data by means of a public communications network and 

publicly available electronic communications services. Traffic data 

(Art. 2e) and location data (Art.2f) definitions are included, as both of 

them are closely related to the institution of telecommunication data 

retention, which had been excluded from the obligations proposed by 

the data protection act. Initial period of obligatory traffic (Art.5) and 

                                                           
39

  Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 

processing of personal data and the protection of privacy in the electronic communications sector 

(Directive on privacy and electronic communications) 

40
  Especially Directive 2006/24/EC and Directive  2009/136/EC. 
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location (Art.9) data retention of 12 months was reduced to 6 months 

during the implementation of the 2006/24/EC Directive.41  

It is worth mentioning that the confidentiality and communications 

principle is not limited in scope to public communications network and 

publicly available electronic communications services. The legislator 

used existing criminal and commercial law in order to extend the 

scope of communication confidentiality regulations to Intranet and 

automatic data transmissions of data processing systems42 with the 

exception of criminal proceedings conducted by legal authorities.43 

The aforementioned confidentiality does not extend to the personal 

data of subscribers and telecommunication service users. 

Considering that they are delegated by the operators and providers to 

the Luxembourg Regulation Institute (Institut Luxembourgeois de 

Régulation), the institute serves as the general regulatory authority in 

matters related to the collected information. Access to the personal 

data of telecommunication service users and the services themselves 

is granted if an appropriate request is submitted in writing. Even the 

law enforcement and judicial  authorities have to obey this regulation 

and their requests are subject to evaluation. 

 

 

 

 

 

 

                                                           
41

  Act of 24 July 2010, Mémorial A No 122, 29 July 2010. 

42
  Art. 509-3  Criminal Code 

43
  Art. 67-1 I art. 88-1 in connection to art. 88-4  Code of Criminal Procedure. 
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                       4.1.2. Data disclosure –  

                                 procedures. 

 

 

According to the Code of Criminal Procedure (Art. 67-1 §§ 1-3) only 

the investigation judge is authorized to get access to the traffic and 

location data, both when conducting their own investigation and while 

assisting the prosecutor in preparation for a trial. The prosecutor may 

request the investigating judge to issue an order to the 

telecommunications operators or service providers to acquire 

connection and localisation data that are necessary for purposes of 

the pre-trial investigation. All operators and providers are obliged to 

respond promptly. Those who refuse to execute the order can be 

punished with a fine of 100 to 50,000 euros. The investigating judge 

specifies the duration of application of the measure, which may not 

exceed one month from the date of issuance of the order, without 

prejudice to renewal of the order. . Only criminal offences punishable 

by a penalty of no less than 1 year of prison provide legal basis for 

the order. Users, whose data have been disclosed, should be 

informed of the judicial authorities' scrutiny, but not later than 12 

months from the order's issuance. If the data acquired during the 

investigation are deemed not relevant to the case, they must be 

removed from the case files and deleted, to the extent that it refers to 

persons who do not face charges. 

Another legal instance of granting the procedural authorities access 

to the data "stored, processed, or transferred via processing or 

automatic transfer systems" is the institution of preservation of data, 

which is part of the Convention on Cybercrime of the Council of 

Europe, 21 November 2001 (Art. 16), ratified by Luxembourg by the 

Act of 18 July 2014.  
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4.1.2. Compensation for data   

                                        disclosure. 

 

 

The Luxembourg Law does not provide electronic network and 

communication providers with compensation paid for their support of 

national authorities. All the costs related to the proceedings are an 

accepted and integral part of entrepreneurship costs in 

Luxembourg44. 

 

 

4.2. Cooperation of information society 

service providers with Justice and Law 

Enforcement Authorities. 

 

 

The Act of 14 August 2000 on electronic commerce has implemented 

legal standards of the relevant EU Directive45, including  rules of 

liability of the information society service providers, with some 

modifications. In accordance with Art. 63 (2) of the  Act, a hosting 

service provider is to monitor stored data for prohibited content under 

Art. 383 § 2 (pornographic materials) and  457 § 1 of the Criminal 

Code (racial prejudice). On demand of  the internal security  or law 

enforcement authorities,  the hosting provider is to disclose particular 

                                                           
44

  V.Franssen, K.Ligeti, Cooperation of ISP with law enforcement authorities , s. 10. 
 

45
  Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 

aspects of information society services, in particular electronic commerce, in the Internal Market 

(Directive on electronic commerce).  
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data, but otherwise is to provide their services unrestricted and not 

actively search for facts or traces of illegal activities of the users.  

 

 

  5. Poland
46

 

 

5.1. Cooperation of telecommunication 

providers with Criminal Justice and Law 

Enforcement Authorities. 

 

 

Cooperation of public communications network and publicly available 

electronic communications service providers with criminal justice and 

law enforcement authorities, with regard to accessing 

telecommunications data, is mandatory in accordance with Article 

180a of the Act on Telecommunications Law (the Act will hereinafter 

be known as the TLA).47 

 

     5.1.1. Data categories, retention period. 

 

The range of telecommunications data to be retained, in Poland 

(Article 180c TLA) follows the provisions of Article 5 of the Directive 

2006/24/EC and includes: data necessary to trace and identify the 

                                                           
46

  Resource material: Andrzej Adamski and  Arkadiusz Lach,Faculty of Law and Administration, Nicolaus 

Copernicus University in Toruń.. 

47
  Polish Act of 16 July 2000 on Telecommunications Law,  unified text published in Journal of Laws of 

2014, item 243. 
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end point of the network, data necessary to identify the destination of 

a communication, data necessary to identify the end-users initiating 

and receiving communication, data necessary to identify the date, 

time and duration of a communication, data necessary to determine 

the type of communication, and data necessary to identify the 

location of the communication equipment. Detailed specifications of 

data described in Article 180c paragraph 1 TLA in relation to different 

categories of telecommunication services (fixed and mobile 

telephony, Internet access, Internet e-mail and Internet telephony) 

are included in execution provisions of the Act on 

Telecommunications Law48. Moreover, telecommunication 

entrepreneurs are obliged to retain, store, and provide access to 

personal data of the service users, to the authorised state agencies 

(Article 180d in relation to Article 161 paragraph 2 and 3 TLA), even if 

they are protected by the telecommunication secrecy regulations 

(Article 159 paragraph 1 clause 1 TLA).  

Retention period of telephone and internet data amounts to 12 

months49, from the day of attempted or successful communication. 

After 12 months have expired, the service provider or a network 

administrator must comply with and execute the destruction of data 

(Article 180a paragraph 1 clause 1 TLA). 

 

 

                                                           
48

  Regulation of the Minister of Infrastructure of 28 December 2009 on a detailed specifcaton of data and 

types of operators of public telecommunicatons networks or providers of publicly available 

telecommunicatons services obliged for its retention and storage, Journal of Laws of 2009, No 226 

item 1828 

49
  The Act of 16 November 2012 amending the Act on Telecommunications Law and certain other Acts 

(Journal of Laws, item 1445) has been implemented since 21 January 2013. 
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   5.1.2. Data disclosure - procedures 

 

Poland is a leading competitor in the number of requests for personal, 

traffic, and location data, sent by the state authorities to 

telecommunications entrepreneurs, when compared to other member 

states of the European Union50. This is a result of a considerably low 

level of protection of telecommunication service users' basic rights, 

as per Article 8 ECHR (European Convention on Human Rights). 

Polish law permits authorised police officers and special agencies 

direct contact with the service providers for the purpose of acquiring 

traffic and user data. However, it does not provide any legal 

constrains related to the seriousness of crime, and does not establish 

procedural safeguards like an external, independed oversight over  

access to data. The lack of such mechanism was deemed 

unconstitutional by the Constitutional Tribunal on 30 July 2014, as in 

accordance with Article 47 and 49 in relation to Article 31 paragraph 3 

of the Polish Constitution, disclosing retained telecommunication data 

to the Police, Border Guards, Military Police,  ISA (Internal Security 

Agency), Foreign Intelligence Agency, Military Counter Intelligence 

Agency, Military Intelligence, Central Anti-Corruption Bureau, and 

Customs and Tax Control authorities with no external party 

monitoring the process means not complying with the provisions of 

the Constitution51. The delay in implementation of the sentence by 18 

months means that Article 20c paragraph 1 of the Law on the Police52 

                                                           
50

 Statistics on Requests for data under the Data Retention Directive, DG Home Affairs European 

Commission, October 2013; http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/police-

cooperation/data-

retention/docs/statistics_on_requests_for_data_under_the_data_retention_directive_en.pdf 

51
 Constitutional Tribunal judgment of 30 July 2014,  K 23/11,  Journal of Laws of 2014 r. item 1055. 

52
 The Law  of 6 April 1990 on the Police, unified text in the Journal of Laws of 2015, item 355 

http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/police-cooperation/data-retention/docs/statistics_on_requests_for_data_under_the_data_retention_directive_en.pdf
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/police-cooperation/data-retention/docs/statistics_on_requests_for_data_under_the_data_retention_directive_en.pdf
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/police-cooperation/data-retention/docs/statistics_on_requests_for_data_under_the_data_retention_directive_en.pdf
https://sip.legalis.pl/document-view.seam?documentId=mrswglrshe2tsnbvguydm
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and 7 similar regulations of the Laws on Special Services , will not be 

legally binding from 7 February 2016 onwards.  

The legal basis for granting the judicial authorities permission to 

access the telecommunication data is found in Article 218 § 1 of the 

Code of Criminal Procedure. This regulation obliges the 

telecommunication service providers to share the data defined in 

Article 180c and 180d of the Law on Telecommunications  with the 

court or prosecutor, if the data are relevant to any undergoing 

proceedings. Enigmatic wording of the regulation, which does not 

mention the purpose of the requested data for discovering, 

investigating, and locating criminal activities or the suspects when 

requested by the procedural authorities, but only refers to the Law of 

Telecommunications regulations, faced criticism in the context of 

Article 8 ECHR53.  

 

 

 

 

 

 

 

                                                           
53

  Por. A. Lach,  Electronic Evidence in Criminal Proceedings, Toruń 2004, p. 87.; A. Adamski, Opinion 

Study of the likelihood of Poland ratyfing the EU Convention on Cybercrime, Toruń 2011, p.67-68 (not 

published). 
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5.2. Cooperation of information society service 

providers with Justice and Law Enforcement 

Authorities. 

 

The Act on Providing Services by Electronic Means (hereinafter 

called PSEM)54, Article 18, consists in legal basis for processing the 

user's personal data, as well as the so - called exploitation data i.e. 

information on the manner of use of the service, by the service 

provider. 

The amount of data processed for the purpose of service provision, or 

any other data willingly shared by the user, are governed by Article 

18 paragraph 1-4 of the PSEM. The contents are as follows: 

Article 18.  

1. Service Provider may process the following personal data of the 

user, for the purpose of establishing, detailing, changing, or 

terminating binding legal relations between them: 

            1)   First names and the surname and of the service user; 

            2)   PESEL identification number (Universal Electronic System for 

Registration of the Population) or, in case of absence, a passport 

number, an identity card number, or a number of any other document 

confirming the user's identity.  

            3)   Place of residence (address); 

            4)   Address for correspondence, if different then above; 

            5)   Electronic signature verification data; 

            6)   User's electronic addresses. 

                                                           
54

  The Law of 18 July, 2002 on Providing Services by Electronic Means, unified text in Journal of Laws of 

2013 item 1422 
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2. For the purpose of contract realisation or other legally binding 

activities, the service provider shall be permitted to process any data 

necessary for complete service realisation or billing.   

3. Service provider indicates data discussed in paragraph 2, as data 

necessary for the provision of services by electronic means, in 

accordance with Article 22 paragraph 1. 

4. Service provider may process data other than defined in Article 19 

paragraph 2 clause 2, if the user agrees for the use of data other than 

necessary for the provision of the service.  

In accordance with Article 18 paragraph 5 of the PSEM, exploitation 

data include: 

            1)   signatures identifying the user, granted in compliance with 

paragraph 1; 

              2)   signatures identifying the end point of the 

telecommunications network or the tele information system used by 

the user; 

              3)   data on the start, end, and duration of each separate usage 

of the electronic service; 

              4)   information on the user accessing the electronic service.  

 

Pursuant to Article 18 paragraph 6 of PSEM, the service provider 

discloses information detailed in paragraphs 1 - 5, on request of the 

authorities in relation to undergoing proceedings. Requests pertaining 

to the aforementioned data are governed by the Code of Criminal 

Procedure (Article 217 in relation to Article. 236a). 

It is worth mentioning that the Supreme Court Ruling of 30 

September 201455 has decided that the regulation of Article 180d of 

the Law of 16 July 2004 on the Telecommunications   is applicable to 

                                                           
55

  I KZP 18/14, OSNKW 2014, no. 12, item. 86. 
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data related to transferring electronic mail by the service providers. It 

does not govern, however, an obligation to disclose the data of Article 

18 paragraph 6 of PSEM (Journal of Laws of 2013, item 1422) 

concerning the electronic service itself. 
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III. Conclusions from the conducted practice 

research 

 

 

1. Problems related to the prosecution of crimes 

connected with illegal content revealed in the course of 

the conducted research 

 

 

Criminal prosecution related to offences involving illegal content 

requires evidence of wilful misconduct. A classic line of defence 

exercised by offenders in the disclosure of their possession of child 

pornography consists in pleading their lack of awareness that the 

materials downloaded from the Internet included such materials. 

Suspects indicate that they download files containing adult 

pornography, films and another content in the form of packages 

without checking particular files, and delete those including child 

pornography as they come across them. In the event that the 

operational activities of the police established that certain 

pornographic content was sent from a particular e-mail they also 

maintain that the received e-mail messages were forwarded without 

their examination of their content. Commonly, this type of defence is 

effective and results in discontinuance of proceedings or acquittal. 

For this reason it is required to thoroughly analyse whether browsers 

contain track records indicating pornography searches on the 

Internet, whether suspects made payments for it and if the names of 

folders created by them reveal their awareness of their content, etc. 
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Also, the discontinued proceedings included those in which legal 

experts failed to localise files saved by users and were only able to 

find traces left in the search history or temporary files. In such a 

situation competent authorities often assume that child pornography 

materials were merely browsed and not possessed. The 

implementation of criminalisation with regard to obtaining access to 

child pornography – as required by article 5 (3) of the Directive 

2011/92/EU – will undoubtedly facilitate the work of the LEA and lead 

to a greater number of convictions. 

On some occasions, a negative response to enquiries concerned with 

a given nick or e-mail address resulted from spelling errors made by 

applicants. Keeping in mind that ISP or IAP check only the provided 

user name, it is necessary to conduct careful preparation of 

applications, as the said errors result in a failure to establish or in an 

erroneous determination of the user (e.g. providing the nick ‘userssss’ 

instead of ‘usersss’). A similar situation took place when a mistake 

was made consisting in a mix-up in the first digits of an IP address 

(e.g. 98 instead of 89), which produced a response that the provided 

IP was beyond the scope of a given network. 

There have been instances of searches and confiscation of computer 

equipment on the basis of user IP addresses established by the 

Police, yet the analysis did not reveal possession or dissemination of 

child pornography. This may have been caused, for example, by the 

offender's use of a different IP address (e.g. by replacing it with 

another address or establishing connection with an unsecured Wi-Fi 

network), formatting of the hard disk, etc. The risk of the offender's 

disposal of the computer, carrier replacement or disk formatting 

should incline to undertake quick measures. 
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In cases where offenders used pre-paid mobile phones it may be 

considered purposeful to carry out an analysis of the remaining calls 

made from a given number and make an attempt at establishing the 

identities of persons that the offender contacted. It is possible that 

such an activity would lead to the disclosure of more victims, co-

participants or people unrelated to the case, however able to 

establish the offender's identity. 

In their inquiries regarding particular mobile phone numbers to IAP, 

the LEA usually referred to the scope of numbers of a given network. 

Due to the possibility of transferring numbers to different networks 

this assumption sometimes proves to be unreliable and requires 

investigators to address other operators. Thus, it is advisable to 

establish a database allowing quick determination of a current 

network in which a given number operates (or operated within a 

defined time interval). Such databases already exist in several 

Member States. Moreover, it is important to update data from the 

Whois and DNS databases which constitute a significant source of 

information for the LEA. 

An interesting issue is concerned with the mistakes regarding the 

ages of victims. Suspects often explained that they were misled by 

the age provided by victims in communicators or social networking 

websites. Commonly, due to the fact that the victims deleted their 

profiles subsequent to the commission of a criminal offence, the said 

circumstance was unverifiable. Hence, proper measures need to be 

taken in order to establish the above circumstance as soon as 

possible.  

It is important that the people conducting the proceedings have the 

knowledge on the scope of information of the entity to which they 

address their enquiries. For instance, it is pointless to issue a request 
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to "chat" service providers regarding submission of the contents of 

conversations as they are not required to record such data. 

It is necessary to establish proper cooperation between local police 

units and the prosecution offices/courts in order to facilitate their 

issuance of decisions as well as ensure proper content of decisions 

and applications regarding the provision of international legal aid. The 

latter is not an efficient instrument in obtaining information for the 

purposes of the proceedings related to cybercrime; however, in 

certain situations the LEA do not have an alternative option. 

It is worth mentioning the effectiveness of international police 

operationsagainst offenders in terms of children abuse on the 

Internet. In the analysed cases, 10 out of 13 proceedings initiated 

with this type of information were discontinued, whereas in 1 case 

there was a refusal to initiate proceedings, and a conviction was 

obtained in only 2 cases. The most frequent reason for 

discontinuance consisted in a lack of sufficient evidence. In the 

context of cases carried out by foreign police forces, where the 

results of operational determinations were submitted to the Polish 

LEA, what was often surprising was the amount of time elapsed until 

handing the data over to proper entities (in one of the cases it took as 

long as 2.5 years, whereas in another nearly 2 years). The lapse of 

data retention period, the fact of formatting and replacement of data 

carriers, on the other hand, result in the impossibility to make factual 

findings. With regard to the fact that in certain countries the retention 

period is very short, and that some even withdrew from this obligation 

following the ruling of the CJEU as of 2014, it is required to ensure 

immediate data transfer to other countries as well as their rapid 

utilisation by their organs. 
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Moreover, in applications regarding data transfer it is crucial to 

indicate proper legal bases. IAP and ISP occasionally refuse to 

render data available if applicants fail to present the legal basis or 

when it is incomplete or improper, whereas this results in further 

delays in the conducted proceedings. On the other hand, it is 

important that ISP and IAP have the current knowledge on legal 

regulations and the scope of their duties, which will both facilitate 

cooperation and minimise the risk of unlawful disclosure of processed 

data. 

In a well-regulated or formed cooperation between the LEA and the 

ISP/IAP contacting the representative of a private entity should not be 

impeded and encompass the afternoon or weekends. 

A significant problem in detecting activities consists in determination 

of a suspect in the case of an IP address assigned to a local network. 

In such a situation, the trace leads to an administrator or a person 

conducting economic activity offering access to the Internet, 

according to whom it is impossible to determine which of the users of 

a local network accessed the Internet at a particular time interval, or 

there is a lack of information allowing a different determination of an 

offender. Such an erroneous identification also involves a risk of 

conducting a search of a person not involved in criminal activities. In 

the event of utilising NAT protocol it is required to provide all data 

leading to an unambiguous determination of an end user. Negative 

responses to enquiries submitted by the LEA and the judiciary, on the 

other hand, raise the question whether the entities offering access to 

the Internet on a smaller scale properly execute their obligations 

related to the identification of end users and transferring other data.  

In the light of the foregoing, we may conclude that requests for 

information must indicate precise time interval in which a given user 
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accessed the Internet or service as well as provide other information 

which may prove useful in the identification of a particular user. 

An important concern is related to ISPwith offices registered abroad. 

In some cases one may have an impression that the responsible 

bodies resign from issuing enquiries to foreign ISP or that a lack of 

response or its laconism lead to the discontinuance of proceedings. 

This state of affairs requires undertaking actions at the EU level in 

order to obligate at least the larger entities offering the said services 

to establish an effective response mechanism to enquiries submitted 

by the LEA and the judiciary. The fact is that both obtaining data 

within international legal aid and on a voluntary basis is not 

sufficiently effective.  

Prior to contacting IAP or ISP it is required to conduct a thorough 

analysis of the obtained evidence in order to establish whether there 

is sufficient legal basis to determine the presence of statutory 

elementsof a criminal act (ex. pornographic character of pictures). 

This is important as there have been proceedings involving 

submission of requests for information on users to ISP and IAP with 

cases being then dismissed due to the lack of presence of the said 

elementsvisible from the very beginning. In such a situation 

conducting evidence-gathering activities violates the principle of 

procedural economy. 

Moreover, victims have been known to impede the process of 

identification of offenders by reckless actions, e.g. deleting their 

accounts from a social networking website along with the 

correspondence with offenders. Hence, it is crucial to advise minors 

not to delete or change anything in their profiles at the moment of 

receiving information of an offence. 
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A significant practical concern with regard to cooperation between the 

LEA and ISP is related to the cost of provision of information. In 

Poland, the Telecommunications Act requires free provision of 

information only from IAP. Due to this fact there have been 

discrepancies regarding the imposition of such an obligation with 

regard to ISP. Some ISP have even refused to provide access to data 

before the payment was made or appealed against the decisions 

refusing them remuneration, which, on the other hand, led to tensions 

with the LEA and prolongation of the time of proceedings. In the 

ruling of 2014, the Polish Supreme Court determined that ISP were 

entitled to demand remuneration for the provided information. Already 

before some ISP demanded payment for providing access to data to 

the LEA, which in the case of the largest Polish social networking 

portal resulted in a decrease of the number of filed applications as 

well as their greater reasonableness and accuracy (reduction of the 

time of data provision, limitation of the type of requested data to 

necessary data). Without doubt, the excessive scopes of requests 

result in imposing unnecessary burden on obliged entities and 

additional costs of response. 

 

2. Public-private partnership 

  

The conducted research project encourages to propose a model of a 

public-private partnership between the following entities: 

a. the police, 

b. prosecution service, 

c. science-research institutes, 
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d. industry, 

e. information society services sector, 

f. non-governmental organisations (NGO), 

g. schools, 

h. local authorities, 

i. citizens. 

Science-research institutes may be of different profiles. The 

fundamental ones will be those representing technical and social 

sciences (including, first of all, law and sociology). Entities 

representing technical sciences may establish hardware and software 

preparation projects necessary in the detection of offenders, which 

may later be provided directly to the LEA or implemented in the 

production by the industry. The task of the lawyers is to carry out 

analyses on the legal frameworks of operation of the LEA and the 

judiciary, in particular the regulations relating to operational and 

procedural activities and criminal law provisions. Another highly 

essential issue consists in the determination of legal assumptions 

regarding the tools created by other scientific institutes and the 

industry. Otherwise even the most valuable tool from the point of view 

of investigative proceedings may prove worthless. Another task 

involves analysis of statistical data within the cybercrime structure 

and results of the activities undertaken by the LEA and the judiciary. 

The industry may provide the LEA with tools required in the detection 

of offenders involved in abuse as well as collection of evidence. 

Moreover, it may provide information on the operation of the available 

devices and software. 



57 
 

The information society service providers sector supplies the LEA, 

most of all, with information of special value as evidence in relation to 

the provided services and signals on the occurring threats. 

The LEA, on the other hand, may provide the private sector with 

information concerning the detected or anticipated threats and 

indicate proper preventive measures. 

Moreover, it is necessary to establish good cooperation between the 

police and the public prosecution service. Prosecution offices may 

provide knowledge on legal regulations, evidentiary standard and 

procedural results of activities implemented by the police. The police, 

on the other hand, have the technical knowledge as well as 

information concerning new threats, which they may share with the 

prosecutor's office. 

Non-governmental organisations play a very important role in the 

partnership. They may establish hotlines and implement other 

initiatives within the collection of information on abuse as well as 

provide support to victims. Furthermore, they may initiate information 

campaigns and educational programmes. 

Educational programmes within the safe use of the Internet should 

also be prepared and implemented by schools. An important, though 

delicate task of schools also consists in the disclosure of incidents 

observed or reported by their students to the LEA. Promoting safe 

use of the Internet may also bring long-term results.  

A public-private partnership must include local government 

institutions. Local government may help identify local problems 

related to cybercrime as well as support pilot projects, whose scope 

may then be properly broadened. 



58 
 

Last but not least, a significant role in the said public-private 

partnership is played by citizens. In particular it is necessary to 

indicate the parents and their role in propagating proper models in 

utilising the Internet. In the case of absence of good relations 

between parents and children, the alienation of the latter, a lack of 

understanding and openness to provide advice, the role of the 

parents may become significantly reduced. In the cases considered 

within the framework of the project, the parents were most frequently 

the ones to report a criminal offence. 

What has proven as essential, is a continuous flow of information 

between the cooperating entities in the form of conferences, 

seminars, training programmes, publications, in order to ensure 

maximum effects of common activities and prevent duplication of 

activities (research, implementations). A good occasion for 

strengthening cooperation is involvement in common projects. Of 

course what needs to be remembered is the fact that certain 

information must not be rendered available by cooperating entities, 

whereas other may be confidential by nature. 

Good cooperation requires coordination. The role of a coordinator 

may be assumed by public or private bodies.  

The research conducted within the project indicated that effective 

fight against cybercrime is impossible if the relationship between the 

LEA and ISP or IAP is to be based purely on imposition of power. 

This leads to excess formalism, unawareness of mutual needs and 

possibilities, and consequently formation of more or less justified 

obstacles to cooperation. 

In the context of the limitless cybercrime and the growing European 

and international cooperation, a public-private partnership is no 
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longer to be seen as having a strictly national dimension. The EU 

strategy with regard to safer Internet56 confirms this point of view. 
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 The Commission Communication to the European Parliament, the Council, the European Economic and 

Social Committee and the Committee of the Regions. The Safer Internet Programme for children, COM 

(2012) 196, p. 2. 
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Final conclusions 

 

Prosecution of computer crime is not an easy task. According to the 

conducted research, the detectability of offenders committing crime 

against children on the Internet is relatively low. It needs to be 

emphasised that the progress made in IT finds its reflection in the 

development of cybercrime. This requires continually updated 

knowledge of persons involved in the fight against cybercrime and 

conducting analyses on new phenomena, such as the specificity of 

NAT protocol, TOR network, proxy servers and new services and 

technical solutions in order to ensure that law enforcement officers 

are familiar with the specificity of particular systems and are able to 

obtain from it information of evidential value. 

Moreover, it is required to establish cooperation between public 

sector entities (the police, prosecution offices) and private entities 

(industry, scientific institutes, IAP, ISP) to facilitate exchange of 

information on new threats and techniques of their detection, 

identification and removal of problems associated with the disclosure 

of data, creating new tools and analysing legal issues. The said 

public-private partnership may also be realised on a broader scale 

and – particularly in the case of acts committed against minors – it 

should encompass schools, parents, NGO, and local authorities, with 

the aim of conducting educational activities as well as reporting the 

revealed abuse. 


